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Abstract: The booming development of the mobile internet and cloud computing leads to the emerging of many mobile
cloud platforms based services. However, since mobile users store lots of data and privacy information in the cloud when
they are using the mobile cloud services, they are facing multiple increasingly serious security threats such as data leaks
and privacy exposures. The data security and privacy protection was investigated in mobile cloud computing, aiming at
the internal bad mouthing attacks and mobile attacks. A dynamic game and reliable recommendation based transferring
reputation mechanism was proposed. First, a dynamic game based recommendation incentive mechanism was proposed.
Secondly, a reliable recommendation reputation evaluation model was established based on the incentive mechanism.
Last, a novel transferring reputation mechanism was proposed that combined the above mentioned incentive mechanism
and reputation evaluation model. Simulation results demonstrate the proposed transferring reputation mechanism can de-
fend against the internal bad mouthing attacks and mobile attacks effectively, enhance the credibility of mobile terminals
and improve the data security and privacy protection of mobile cloud services.
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